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1. System Function Overview
Module Function Description

Account service Login Provide system
administrator and RP
administrator login

access.

Password Change Change the password
of the currently

logged-in account.

FIDO registration Register for the FIDO
service using the
currently logged-in
account. For
subsequent logins,
FIDO is available.

Logout Log out of the system.
Website Management  System Menu Menu classification and
Management function item

configuration can be
performed based on

actual requirement.



System Function
Management

System Management System Code
Management

Operation Log Query

Authority Management = Group Management

Group Query

User Management

User Query

Configure the menu
function based on

actual requirement.

System-related
information and
business functions for
system managers and

system operators.

All login users'
operation records are
collected and displayed
here with source IP
and the execution

results.

Enable administrators
to create functional
groups tailored to
operational tasks and
allocate permissions to
various user accounts
within "User

Management".

Provide search of
groups’ information in

the system only.

Allow the system
administrators to create
more system
administrators and

tenant administrators.

Provide search of
users’ information in

the system only.



Corporation

Management

Tenant Management

Tenant Query

Division Management

Division Query

Service Endpoint

Management

Service Endpoint

Query

Service Endpoint

Member Management

Allow system
administrators to add

new tenant data.

Provide search of
tenants’ information in

the system only.

Allow system
administrators and
tenant managers to

add new division data.

Provide the search of
divisions’ information in

the system only.

Allow system
administrators and
tenant managers to
add new service
endpoints and register

them to FIDO server.

Provide search of
service endpoint
information of the

tenant.

Provide the tenant
administrator to
manage the user data
of FIDO registration
with the specific
service endpoint,
including the function
of enabling and
disabling member
status.



UAF Trusted Facet

App Settings

FIDO Log Query

Report Management FIDO Log Report

Grafana Report

Provide management
of FACET ID for apps
to process FIDO
authentication.

Provide the
management of app
device fingerprint and
component names for
appa to process FIDO

authentication.

Provide detailed
information about FIDO
transactions in each
service endpoint.
System administrators
is allowed to query all
service endpoints, and
tenant administrators is
allowed to only query
their subordinate
divisions and service

endpoints.

Provide the function of
searching and
downloading FIDO Log

reports.

When the DiiA
enhanced feature is
enabled, Grafana
Report page is
available to show the

reports.



Reconfirm Reconfirm Manage the operations
Management Management to be approved before

taking effect.

2. System Operation Instructions

2.1 Account Service

211 Login
2.1.1.1 System Administrator Password Login

To use the "Veri-FIDO ADM System”, it is required to login to the system with user account and

password on the system login page first.

Version : 1.1.0

Veri FIDO Backend System-SysAdmin
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1. Open the system login page.

2. Input an account and the password.
3.Select a language.

4. Click “Submit” button.

5. The page jumps to the homepage of Veri-FIDO ADM after successful verification.



sysadmin01(sysadmin01) & -

Current Location: Authority '

ogin Time : 202510/10 09:32

Growp Id Group Name

0
i

" Group List

Show 10 v entries

Group Id *  Group Name Dascription Operation Options:
ADMIN ‘System administralor group System administrator group -Admin m
CUSTOMER_SERVICE Customer sarvice-group Customar senvice - group -CUSTOMER_SERVICE m m
SALES Business-group Busingss-group-SALES m m

Showing 1 103 of 3 eniries Previous - Next
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2.1.1.2 System Administrator FIDO Login

Log in via the system administrator login page by entering the user account, and access the
homepage after FIDO authentication. For the FIDO login to work, it is required to first log in with
account and password, and complete FIDO registration.

Version : 1.1.0

Veri FIDO Backend System-SysAdmin

2 sysadmin0t

P Pleasa enter Password

B Engish

FIDO lagin
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1. Open the system administrator login page.
2. Input an user account.
3. Select a language.

4.Click “FIDO login“ button.



signin
Sign in 10 "localhost” with your passkey for "sys****n01"?

Touch ID to Use Passkay

5. After successful FIDO authentication, the page automatically jumps to the homepage of the
system.

sysadmin01(sysadmin01)

Authority ' Login Time : 2025/10/10 11:27

Group Id Group Name

2_Admin 2System administrator group 2System administrator group

2 User 2General User Group 2General User Group

ADMIN System administralor group Systom administrator group -Admin

CUSTOMER_SERVICE Customer senvice-group Customer sarvica - group -CUSTOMER_SERVICE m
SALES Businass-group Business-group-SALES

Showing 110 5 of 5 enlries
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2.1.1.3 Tenant Administrator Password Login

Open the system's tenant administrator login page and enter the account, password, and unified
number. After successful verification, the homepage is shown.
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Plaasa enter Password
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1. Open the tenant administrator login page.
2. Input the account, password and the tenant ID.
3. Select a language.

4. Click “Submit” button.

5. The page jumps to the homepage of Veri-FIDO ADM after successful verification.

test2(test2) & -

Current Location: Corporalion Management / Service Endpoint Managemant Login Time : 2025/10/10 11:35.

Tenant Name Divigion Name ‘Service Endpoint Domain Name
Selact Salect Salect
=3
:
|

Show 10 v entries

TonantMame * DivisionName  Service Endpoint Domain Name ~ Servico Endpoint Name  Service Endpoint Status

Servico Endpoint Sottings Operation Options
S eTim e & - Dme
Showing 1 1o 1 of 1 enfries Pravious - Next
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2.1.1.4 Tenant Administrator FIDO Login

Enter the correct account, the password, and the tenant ID on the login page. After verification,
the page jumps to the homepage.



feri FIDO Backend System

Piease enter usar aczount

Please enter Password

PPlease enter Tenant ID

B 9 % »
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1. Open the tenant administrator login page.
2. Input the account and the tenant ID.
3. Select a language.

4.Click “FIDO Login* button.

Signn
Sign in 1o “localhost with your passkey for *2:4+412"

Touch ID to Use Passkey

5. After successful FIDO authentication, the page jumps to the homepage automatically.



test2(test2) & -

Current Location: Corporalion Management / Service Endpoint Managemant Login Time : 2025/10/10 11:35.

unction List Query Gondiions

Tenant Name Divigion Name ‘Service Endpoint Domain Name
Selact Salect Salect

RP List

= e

Show 10 v entries

Tenant Name * DivisionName ~ Service Endpoint Domain Name ~ Service EndpointName ~ Service Endpoint Status  Service Endpoint Sottings peration Options.

gemoTenant demoDivision! domo.fido Nirust.com domo Activated _ " d m m m
Showing 1 1o 1 of 1 enfries Pravious - Next
Weri Fioo
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2.1.1.5 Menu List

Users with different permissions will see different lists, and the main functions are as follows:

. Website Management: Provide master-slave management of the system itself.

System Management: Provide system-related parameter setting and operation log query.

. Authority Management: Provide group management and user management.

Corporation Management: Provide Tenant Management, Tenant Query. Division
Management, Division Query, Service Endpoint Management, Service Endpoint Query,
Service Endpoint Member Management and FIDO log query.

Report Management: Provide export service of various reports.

Reconfirm Management: To manage the operation that needs to be reviewed before being
effective. Each user can set functions to be reviewed in the Authority Management - Group
Management.

Default functions to be reviewed: User Management, Tenant Management, Division
Management, Service Endpoint Management and Service Endpoint Member Management.



2.1.2 Password Change

sysadminD1(sysadmin01) & ~

Current Location: Authority I Group Register FIDO Service
Password change
n List Query Condiions
Logout
Group Id Group Name
Mana .
S L Shaw 10 v entries
Group id *  Group Name Description Operation Options.
2_Admin 2System administrator group 2System administrator group m
2_User 2General User Group 2General User Group m m
ADMIN System adminisirator group System administralor group -Admin

D@
Customer sarvica - group CUSTOMER_SERVICE m
E— — Coen
—

CUSTOMER_SERVICE Customer service-group

SALES

Showing 110 5 of 5 enlries
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1. Click the small arrow next to the account icon in the upper right corner, select "Password
change", and you will enter the Password Change page.

sysadmin0i(sysadmin01) 2 -

Current Location: | Login Time : 2026/10/10 11:36

Lagin account
sysagmind1

new password

original password

Confirm again
The password length must be 6-12 characters and includ @

Weri Fivo
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2. Input the original password, new password, and Confirm again and click “Submit®.



System Reminder

Are you sure you want 1o save?

3. Click “Checked* button in the prompt box.

sysadmin01(sysadmin01) 2 -~

Current Location: | Login Time : 2025/10/10 11:36

& Password changed successhullyl

Login account original password
sysadming1

new password Gonfirm again
The password length must be B-12 characters and inchud @

Weri Fivo

Copyright & HITRUST nc



2.1.3 Register FIDO Service

sysadmin01(sysadmin01)

Authority 1 Register FIDO Service

Password change
Logout
Group Id

Group Name

on List Query Candilions

=1E
:

Shaw 10 ¥  entries

Group id “  Group Name Description Operation Options
ADMIN ‘System administrator Group. Systom administrater group -Admin m
CUSTOMER_SERVICE Customer service-group

Customer service - group -CUSTOMER_SERVICE mm

Business-gioup Business-group-SALES m
revan [l e

Shawing 1 1a 3 of 3 eniries

Weri FIDO

Copyrght © HITRUST Inc

1. Click the small arrow next to the account icon in the upper right corner, and select "Register
FIDO Service".

Add a passkey?

“localhost® supports passkeys, a stronger alternative to passwords that
cannot be leaked or stolen. A passkey for “sys****n01" will be saved in
“Passwords”,

Touch ID to Save Passkey

2. Follow the system prompts to complete biometric verification and finish FIDO service
registration.



System Reminder

FIDO registration successfull Your FIDO account is => sysadmin01

2.1.4 Logout

Gurrent Location: Autherity 1 Group Register FIDO Service |
Password change
List Query Conditions.
Logout
Group Id Group Name
E3ED
Manar ant
0 Ma ment Show 10 V| entries
Group id “ Group Name Description Operation Options.
2_Admin 2System administrator group 2System administrator group m
2_User 2General User Group 2General User Group m m
ADMIN System administrator group. System administrator group -Admin mm
CUSTOMER_SERVICE Customer service-group Customer sarvice - group -CUSTOMER_SERVICE m
SALES Bugingss-group Business-group-SALES

Shawing 1 to § of 5 eniries

Weri FIDO
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1. Click the small arrow next to the account icon in the upper right corner, and select "Logout".

2.2 Website Management

2.2.1 System Menu Management

2.2.1.1 Search

sysadmin01(sysadmin01) 2 ~

el
— -

1. Click "Website Management" - "System Menu Management" to access this function.



2. Input language, name or nothing in Query Condition part.

3. Click “Search” button.

sysadmin01(sysadmin01) & -

Gurrent Location 1 System Manu Login Time : 202510410 11:20
" Query Condilions
@ Quary Language Function Class Name
3 English

Function Class List

Show 10 v entries

Function Class Name - Traditional Chinese Function Class Name - Simpiified Chinese Function Class Name - English Function Class Order *  Operation Options

M R ‘Website Management 1 Bm
L 2 AEEE Systorn Managemant 2 E m
wmwE R Authority Management 3 Em
anen e ] Corporabon Management 4 m
mEwE SHEE Business Managament 5 m m
s PR ] Report Management 5 E
LEd L] Recanfirm Management 7 Bm

Shawing 110 7 of 7 entries Pravious. Mext

2.2.1.2 Edit

1. Click "Website Management" - "System Menu Management" to access the page.

sysadmin01(sysadmin01) 2 -

Current Location: 1 System Monu Login Time : 2025/10/10 1120
st Query Conditions
& ] Query Language Function Class Name
3 Englisn

Function Class List

|I

Show 10 v  entries

Funetion Class Name - Traditional Chinese Function Class Name - Simpiified Chinese. Function Class Name - English Funetion Clags Order  *  Operation Options

S AW ‘Website Managament 1 Em
L8 ] FEEE Syster Managemant 2 E m
mmwE TR Authority Management 3 m m
L5 e Corporation Management 4 H m
RERE EHEWT Business Managsment 5 m m
CEL RAEE Report Management [ E
LEd L] Recanfirm Management 7 Bm

Shawing 110 7 of 7 entries Pravious Mext

2.Select an item in the list and click "Edit" button.



sysadmin0i(sysadmin01) 2 -

C t Location 1 System Menu Login Time : 2025/10/10 11:20
Function Class Management - Edit
Function Class Name - Traditional Chinese” Function Class Name - Simglified Chinese” Function Class Name - English*
s S R Websita Management
i18n Code * Function Class Order *
ul.manu.website 1
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3. Make required changes.

4. Click "Save" button to pop up a prompt box.

System Reminder

Are you sure you want to save?

5. Click "Checked" button.



sysadmin01(sysadmin01) & -

Current Location 1 System Monu Login Time : 2025010410 11:20
st @ Edit successhully!
W
[ Query Conditions.
—— Quary Language Function Class Name
Engish

Function Class List

Shaw 10 v  enlries

Function Class Name - Traditional Chinese Function Class Name - Simpiified Chinese. Function Class Name - English Function Class Order *  Operation Options

e o ] Website Management 1 E
RN AR Sysiam Managoment 2 s |
R R Authoriy Managament 3

WRETE R Corparation Management 4 m

f 3] WEWE Businass Management 5 E
R AR Report Management [ m
L0 ¢ ] W Reconfirm Management 7 E

Bhmsten 4 e 7 a7 mmn pravie I e

2.2.1.3 Delete
1. Click "Website Management" - "System Menu Management" to access the page.

2. Click "Delete" button of an item in the list to pop up a prompt box.

System Reminder

Are you sure you want to deleta?

3. Click "Checked" button.



sysadmin01(sysadmin01) & -

Current Location 1 System Monu Login Time : 2026/10/10 11:36
© Delete successfully!
- Query Conditions
Query Language Function Class Name
Engish

Function Class List

Shaw 10 v  enlries

Function Class Name - Traditional Chinese Function Class Name - Simplified Chinese. Function Class Name - English Function Class Order *  Operation Options

] o173 & ) ‘Website Management 1 E
FARwR E ] System Management 2 m
MR R Madthority Managerment 3
| R Corporation Management 4 m
f 3] WEWE Businass Management 5 E
R AREE Repart Management 3 m

Shawing 1 1o 6 of 6 entries Previous Next

2.2.2 System Function Management

2.2.2.1Search

1. Click "Website Management" - "System Function Management" to access the function.
2. Input a language, name or nothing in the Query Conditions.

3. Click "Search" button.

sysadmin01(sysadmin01) & -

Current Location: 1 Systom Funclian Login Tima : 202810110 11:20
Query Candiions
@ Query Language Functon Giass Name Function Name
= Engish Select

Function List

Show 10 v entries

Access 1D Function Name - Traditional Chinese ~ Function Name - Simpilfied Chinese ~ Function Name - English  Function Redirect Url Function Class Name _  Fu

sys_tunc MRERR e System Function Jsys_funciquery ‘Website Management 2
Management

sys_menu SERE EEL ] ‘Sysiem Menu Management ./sys_menuiquery Website Managemant 1

sys_code FrfrawEE ARABER System C: Jsys_codelquery System 1

codeType=0000

operation_log_query  SAIRIZITIN WHLREE Operation Log Quary Joporation_log_queryiquery  System Managoment 2

fido_log_report FIDO Logii# FIDO Logii% FIDO Log Report Mido_log_repartiquery Repart Management 1

grafana Gratanati® Grafanaf@% Geafana Report 2

fido_rp. BRAREE ERREE Service Endpoint Hido_rpiquery Corporation Management &
Management

trusted_tacet fEERE NERE UAF Trusted Facet Mrusted_facetiquary Corporation Management 8

2.2.2.2 Add
1. Click "Website Management" - "System Function Management" to access this function.

2. Click "Add" button to access the addition page.



sysadmin0i(sysadmin01) 2 -

Current Lacation : 1 System Function Login Time : 2026/10/10 11:20
a " Function Class Name® Access ID° Function Order"
Selact
Function Name - Traditional Ghiness® Function Name - Simpified Chinese* Function Name - English*
Function Redirect Ur" i18n Code”

=EE
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3. Enter the class name, function code, function name, function order, and function jump path to
be added.
4. Click "Save" button to pop up a prompt box.

System Reminder

Are you sure you want 1o save?

5. Click "Checked" button.



sysadmin01(sysadmin01) & -

Current Location 1 System Function Login Tima : 2026(10/10 11:20
A Add successtully!
® - Query Conditions.
Query Language Function Class Name Function Name
Engish Select

' [ oo [ 1 ]

Shaw 10 v enlries

Access ID Function Name - Traditional Chinese  Function Name - Simplified Chinese  Function Name - English  Function Redirect Url Function Class Name _  Fu

sys_tune hRERE mewR System Function Jeys_funciquery ‘Wabsite Management 2
Management

sys_menu SmER DRER ‘System Menu Management _Jsys_menulquery ‘Website Management 1

sys_code Risttium REREE System Co ~Jsys_codelquery System 1

codeType=0000

operation_log_query WMIMCHEN MRERER Operation Log Query Joperation_log_query/query  System Management 2

fido_log_raport FIDO Log#% FIDO Lo % FIDO Log Report Hida_log_repartiquery Repart Management i

gralana Gralanati Gralana®i% Graana Report A 2

fido_rp LS EiFtRM R Service Endpoint .Mido_rpiquery Corporation Management 5
Management

2.2.2.3 Edit

1. Click "Website Management" - "System Function Management" to access this function.

2.Select an item in the list and click "Edit" button.

sysadmin01(sysadmin01) 2 ~

Current Location: 1 Systom Function Login Time : 202510110 11 20
5t unction Management - Edit
® Funcion Class Name® esess 10 Funciion Ordor
e Gorporation managamant ot "
Function Nama - Tradiional Ghiness* Funciion Nama - Simpified Chiness* Function Nam - Engesh®
test! lestl testl
Function Redirect Urt it6n Code
et =t

Weri FIDO
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3. Modify the data as needed.
4. Click "Save" button to pop up a prompt box.



System Reminder

Are you sure you want 1o save?

5. Click "Checked" button.

'sysadmin01(sysadmin01) 2 -

Gurrent Location: 1 System Funclion Login Time : 2025/10/10 11:20
4 Edit successtully!
&
— Quary Condilions
Query Language Function Class Name Function Name
Engish Select

(oo T

Function List

Shaw 10 v enlries

Function Name - Traditional Chinese ~ Function Name - Simplified Chinese ~ Function Name - English ~ Function Redirect Url Function Class Name _

sys_fung INRERR mEwR System Function JBys_funciquery ‘Website Management 2
Management

ays_menu SmER P i ] Systom Menu Management _Jsys_menulquery Website Management 1

sys_codo pra g KRR Systam Co Jsys_codolquery Systom 1

codeType=0000

operation_log_query  WUSCHIEN MR BN Operation Log Query Joperation_log_query/query  System Management 2

fido_log_raport FIDO Log#% FIDO Logii FIDO Log Report Hida_log_repartiquery Repart Management i

gralana Gralanati Gralana®i% Graana Report A 2

fido_rp LGRS EMRREER Service Endpoint .Mdo_rpiquery Corporation Management 5
Management

2.2.2.4 Delete
1. Click "Website Management" - "System Function Management" to access this function.

2. Click "Delete" button of an item in the list to pop up a prompt box.



System Reminder

Are you sure you want to delete?

3.Click "Checked" button.

'sysadmin01(sysadmin01) 2 -

Current Location: 1 System Function Login Time : 2025/10/10 11:20
4 Delste successfully!
p
[ _— Query Conditions.
Query Language Function Class Name Function Name
Engish Select

Shaw 10 v enlries

Access ID Function Name - Traditional Chinese ~ Function Name - Simplified Chinese ~ Function Name - English ~ Function Redirect Url Function Class Name . Fu

sys_fung INRERR mEwR System Function JBys_funciquery ‘Website Management 2
Management

ays_menu SmER P i ] Systom Menu Management _Jsys_menulquery Website Management 1

sys_codo FR{UNE REAREE ‘System Cox ~Jsys_ ‘query System 1

codeType=0000

operation_log_query  WUSCHIEN MR BN Operation Log Query Joperation_log_query/query  System Management 2

fido_log_raport FIDO Log#% FIDO Logii FIDO Log Report Hida_log_repartiquery Repart Management i

gralana Gralanati Gralana®i% Graana Report A 2

fido_rp LGRS EMRREER Service Endpoint .Mdo_rpiquery Corporation Management 5
Management

2.3 System Management

2.3.1 System Code Management
2.3.1.1 Search
1. Click "System Management" - "System Code Management" to access this function.

2. Input category, code, description or nothing in the Query Conditions area.

3. Click "Search" button.



sysadmin0i(sysadmin01) 2 -

Gurrent Locatian: Systom anag ! Systam Gode Manas ogin Tima : 202511010 10:55
unction List Query Conditions:
System Code Category System Codo Systam Code Description

0000 - System Cade categary list

System Code List

E3ED

Show 10 v entries

“  System Code Category Description Systom Code Description Operation Options

001 Code calagory kst Operation parameter seflings mﬂ
coot Coda category kst Reconfirm parameter settings m m
Moot Code category kst Email paramelar sotlings mﬂ
RO01 Coda category kst Report paramater settings. mm

Shawing 1 1o 4 of 4 eniries Previous - Next

Weri Fivo
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2.3.1.2 Add
1. Click "System Management" - "System Code Management" to access the page.
2. Select "System Code category list" in the drop-down box of "System Code Category".

3. Click "Add" button to access the addition page.

sysadmin01(sysadmin01) 2 -~

Gurrent Location: System Management / System Code Management o Time - 20510 1055
unction List System Coda Category - Add
System Code Category ‘Systom Code Category Description *
0000 Cada category list
o System Coda * System Code Description *
System Code Order *

Weri FIDO
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4. Input data in the required fields as needed.

5. Click "Save" button to pop up a prompt box.



System Reminder

Are you sure you want 1o save?

6. Click "Checked" button.

'sysadmin01(sysadmin01) 2 -

Current Location: System Management / System Coge Management Lagin Time : 2025/10110 1055

ction List & Add suocesstully!
Quary Condilions
- System Code Category System Code

‘Systam Code Description
0000 - System Code category list

System Code List

Shaw 10 ¥  entries

System Code “  System Code Category Description System Code Description Operation Options

A001 Cade category list Operation parameter setings mm

ool Cads categary list Recanfirm parameter seftings mm@

Moa1 Gade category list Email parameter seflings mm

ROO1 Cado category list Roport parameter settings mmm

18t Cade category list test m m

Shawing 1 1o 5§ of & eniries Previous et

Weri Fino

2.3.1.3 Edit

1. Click "System Management" - "System Code Management" to access the page.

2.Select an item in the list and click "Edit" button.



sysadmin0i(sysadmin01) 2 -

Current Location: Systom Manag # Systam Codo ogin Time - 20285/10/10 10:55
uncsion List System Code - Edit
System Code Calegory Syslem Code Categary Descriplion
0000 Code category lst
g System System Coda Systam Cods Description *
‘test test
System Code Order *

0

=EE

Weri Fivo
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3. Modify the data as needed.

4. Click "Save" button to pop up a prompt box.

System Reminder

Are you sure you want to save?

5. Click "Checked" button.



sysadmin01(sysadmin01) & -

Current Location: Systom Manag # Systam Codo Manag Login Time : 2028/1010 10:85
unction List Ak Edit successhully!
stem Systom Code Criagory System Code System Code Description

0000 - System Cade category list

System Code List

Show 10 v entries

System Code “  System Code Category Description System Code Description Operation Options

ADD1 Cade category list Operation parameler setlings mmm
coo1 Code category list Reconfimm parameter selings mmm
Moot Code category list Email parametar sattings mmm
ROO1 Cade category list Report parameter settings mmm
test Caode category list test m m m

Shawing 1 1o 5§ of & eniries Previous Next

WEFi FIDO

2.3.1.4 Delete

1. Click "System Management" - "System Code Management" to access the page.

2. Click "Delete" button of an item in the list to pop up a prompt box.

System Reminder

Are you sure you want to deleta?

3. Click "Checked" button.



sysadmin0i(sysadmin01) 2 -

Current Location: System g 1 System Code

Login Time : 20251010 10:55
unction List A Delete successfully!

Query Conditions

System Coda Category System Code System Code Description
b 0000 - System Cade categary list

4 System Code Category Description System Code Description Operation Options

ADD1 Coda calegory list Operation parameler setlings mm
coo1 Code category st Reconfirm parameter settings: m H
Moot Code category kst Email parameter setings m m
ROO1 Coda category st Report paramater settings: m

Showing 110 4 of 4 eniries Pravious . Next

Weri !:IEO

Copyright & HITR

2.3.1.5 Add

1. Click "System Management" - "System Code Management" to access the page.

2. Select "0000" in the drop-down box of "System Code Category" as a search condition and
click “Search”.

3. Click "Add" button of an item in the list to access the addition page.

sysadmin01(sysadmin01) 2 ~

Current Location: System Management / System Code Management Login Time : 202510110 1055

System Code Category - Add

System Code Calegory

Paramater Vake =
ABo
Paramater * Paramater Description *
-]
Parameter Order *

Weri FIDO
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4. Input data in the required fields as needed.

5. Click "Save" button to pop up a prompt box.



System Reminder

Are you sure you want 1o save?

6. Click "Checked" button.

sysadmin01(sysadmin01) 2 -~

Current Location: System Management / System Coge Management Login Time : 20251010 10:55.

st b Add successtuly!

Quary Condilions

System Code Category System Code
0000 - System Cade categary list

System Code Description

[ T

System Code List

Shaw 10 ¥  entries

System Code +  System Code Category Description

System Code Description Operation Options
2001 Code category st Operation parameter settings m m
Gool Coda category ist Reconfirm parameter seftings m
Moot Code calegory kst Email parameter setlings m m
ROO1 Godo calogary st Roport paramator settings: mﬂ
Showing 1 104 of 4 eniries Previous . Next
Weri Fino

Copyright @ HITRUST Inc

2.3.1.6 Edit

1. Click "System Management" - "System Code Management" to access the page.

2. Select a category in the drop-down box of "System Code Category" and click "Search"
button.



sysadmin0i(sysadmin01) 2 -

Current Location: Systom Manag # Systam Codo Manag ogin Time - 20285/10/10 10:55
Function List Query Conditions
System Code Category Parameter Parameter Description

ADO1 - Operation parameter settings

E3ED
; _

Show 10 v entries

System Code List

Paramater “ Parameter Valus Parameter Description Operation Options:

= E men
] Action Delete m
tost tostl tost1 E
u Action Edit m

Shawing 1 1o 4 of 4 eniries Previous - Next
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3. Select an item in the list and click "Edit" button.

sysadmin01(sysadmin01) 2 -~

Gurrent Location: System Management / System Code Management Login Time : 20251010 10:55
st System Coda - Edit
System Code Category Paramater Vakve *
A001 test1
Paramater * Pasamater Description *
© 1 Test testt

Parameter Order *

Weri Fivo
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4. Modify the data as needed.
5. Click "Save" button to pop up a prompt box.



System Reminder

Are you sure you want 1o save?

6. Click "Checked" button.

sysadmin01(sysadmin01) 2 -~

‘Current Location: System Management / Systerm Code Management LLogin Time : 2025/10/10 10:55
edion List Ak Edit successtully!
System Code Category Parameter Parameter Description

ARO1 - Operation parameler settings

[ T
System Code List

Shaw 10 ¥  entries

D e o oem
test1 test testl mm
u o @em

Shawing 1 o 4 of 4 eniries Pravious . Next
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2.3.1.7 Delete
1. Click "System Management" - "System Code Management" to access the page.

2. Select a category in the drop-down box of "System Code Category" and click "Search"

button.

3. Click "Delete" button of an item in the list to pop up a prompt box.



System Reminder

Are you sure you want to delete?

4. Click "Checked" button.

sysadmin01(sysadmin01) 2 -~

Gurrent Location: System Management / System Code Management Login Time : 20251010 10:55
st 4 Dlste successhully!

Quary Condilions

System Code Category Parameter Parameter Description

ARO1 - Operation parameler settings

=1
System Code List

Shaw 10 ¥  entries

Paramatsr * Parameter Value Parameter Description Operation Options

A & - T
: - @eD
u & oen

Shawing 1 103 of 3 entries Previous - Next

Weri Fivo
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2.3.2 Operation Log Query

2.3.2.1 Search

1. Click "System Management" - "Operation Log Query" to access this function.
2. Input any data in the Query Conditions part.

3. Click "Search" button.



sysadmin01(sysadmin01) & -

Current Lacation: System Management / Operation Log Quary Login Time : 2026/10110 10:55
on List Query Gondilions
Operation date start dato From operation time Oporation date ond dale Operation time ends
20251010 ] 000000 2025-10-10 ] 23089
o Operator Function Name Actions Operation Result
1
Solect Seloct Seloct

H

Operation Log record list

Operation Date and Time Operator Function Name Source Actions  Operstion Result Operation Options
2025-10-10 11:04:17 sysadmin01(sysadmin01) ‘System Code Management 0:0:0:0:0:0:0:1 Deleta Success
2025-10-10 11:03:56 sysadmin01{sysadminD1) Syslem Code Management 0.00:0:000:1 Update Success
2025-10-10 11:03:29 sysadmin0 (sysadmin01) Systern Code Management 0:0:0:0:0:0:0:1 Query Success
2025-10-10 11:03:15 sysadmin01(sysadmin01) System Code Management 0.0:0:0:0:0:0:1 Add Success
2025-10-10 11:0227 sysadmind1(sysadmin1) System Gode Management 00:0:0:0:00:1 Delete Suocess Change Details

202510-10 11:02:17 $yS40MIn01(sySadming1) System Code Managemant 000:0:000:1 Query Success Ghange Details

2025-10-10 11:02:03 sysadmin(1(sysadmin01) System Gode Management 0:0:0:0:0:0:0:1 Update. Success
2025-10-10 11:01:34 sysadmin01(sysadmin01) ‘System Code Management 00:0:0:00:0:1 Add Success

4. Click "Change Details" button of an item in the list to enter the detailed page of operation
record such as information before change and after change.

sysadmin01(sysadmin01) 2 ~

‘Current Location: System Management / Opetation Log Query Login Time - 20251010 10:55
.
Operation Date and Time QOperator Source
2025-10-10 11:04517 sysadming1(sysadmind1) 00000001
0 it
Function Name Access File/Object Names Actions
System Code Management T_SY5_CODE Delate

- Operation Result

Suctess

Dala Before Changes

System Code Category

ADOY

Parameter Description

testi

Parameter

test1

Parameter Value

2.4 Authority Management:

2.41 Group Management

2.4 Search

1. Click "Authority Management" - "Group Management" to access this function.
2. Input group name or ID or nothing in the Query Conditions part.

3. Click "Search" button.



sysadmin01(sysadmin01) & -

Current Location: Authority '

Login Time : 202510110 10:19.

Growp Id Group Name

*  Group Name Description Gperation Options

2System administralor group. 2System administralor group m
2_User 2General User Group 2Genaral User Group m m
ADMIN System administrator group System administrator group -Admin m

CUSTOMER_SERVICE Customer service-group Customer sarvice - group -CUSTOMER_SERVICE m m
SALES Busingss-group Business-group-SALES
Shawing 110 5 of § enlries Previous " Next

Weri FIDO

Copyright & HITRUST Inc

2.41.2 Add

1. Click "Authority Management" - "Group Management" to go to the function page.

2. Click "Add" button to access the addition page.

sysadmin01(sysadmin01) & ~

Current Location: Authority ' g Login Time : 2025/1010 10:19
Group information - Add

Group Id* Group Nama®

jE——

Authorized Function Information

Website Managerment WSallect All
(] System Function Managament ] System Menu Management
System Management WSeliect All
(] System Code Management ) Operation Log Query
Autharity Management Wselioct All
O User Guery O Group Query [T User Management [ Group Management
Corporation Management WSeliect All
(] Service Endpoint Query ) App Settings [ Service Endpoaint Managemant [ Service Endpoint Member Management
[ UAF Trusted Facst ) Tenant Management [ Division Management ] FIDO Log Query
) Tenant Query O bivision Query

3. Input the group information as needed.
4.Check the permissions that you want to enable for this group.

5. Click "Save" button to pop up a prompt box.



System Reminder

Are you sure you want 1o save?

6. Click "Checked" button.

'sysadmin01(sysadmin01) 2 -

Current Loeation: Autherity Managemant | Group Management

Login Time : 2025/10110 10:18

Function List b Add successtully!
Quary Condilions
Group Id Group Name
==
"t
p May Group List

Shaw 10 ¥  entries

Group Id * Group Name Description Operation Options.

2_Admin 2System adminisiFator group 2System administrator group m mm
2 User 2Genaral User Group 2General User Group
ADMIN System adminisirator group System adminisirator group -Admin m mm
CUSTOMER_SERVICE Cuslomer service-group Gustomer sarvice - group -CUSTOMER_SERVICE m Hm
SALES Business-group Business-group-SALES m mw
tst test test m

Shawing 1 ta & of 6 eniries Pravious. - Next

2.41.3 Edit

1. Click "Authority Management" - "Group Management" to go to the function page.

2.Select an item in the list and click "Edit" button.



sysadmin01(sysadmin01) & -

Current Location: Authority Manag I Group

Login Time : 2025/10/10 10:18

Group information - Updale

Group Id* Group Name*

i

on*

Authorized Function Information

Website Management

| E

Wsallact All

System Funclion Management 1 System Menu Management

System Management WSellect Al

System Code Management & Operation Log Query

Autharity Management BSalloct All
B User Query & Group Query 3 User Management B Graup Management

Corporation Management WSeliect All
() Service Endpoint Query ) App Settings. [ Service Endpaint Management Service Endpoint Member Management

] UAF Trusted Facet T Tenant Management ) Division Management ] FIDO Log Query

(] Tenant Query () Division Query

3. Change some information as needed.

4. Click "Save" button to pop up a prompt box.

System Reminder

Are you sure you want to save?

5. Click "Checked" button.



sysadmin01(sysadmin01) & -

Gurrent Location: Authority Manag I Group Login Time : 2025/10110 1019
List A Edit successtullyl

Query Conditions

Group id Group Name

Group List

Show 10 v entries

Group Id * Group Name Description Operation Options.

2_hdmin 2System adminisirator group 2System administrator group m mm
2 User 2Genaral User Group 2General User Group m mm
ADMIN Systam adminisirator group System administrator group -Admin m mm

CUSTOMER_SERVICE Customer sarvice-group Customer servica - group -CUSTOMER_SERVICE

SALES Business-group Business-group-SALES m mw
- “ EImED

Shawing 1 ta § of 6 enlries Pravious. . Mext

2.4.1.4 Delete

1. Click "Authority Management" - "Group Management" to go to the function page.

2. Click "Delete" button of an item in the list to pop up a prompt box.

System Reminder

Are you sure you want to deleta?

3. Click "Checked" button.



sysadmin01(sysadmin01) & -

Gurrent Location: Authority '

Login Time : 2025/10110 1019
unction List A Delete successfully!

Query Conditions

Group Id Group Name

cam

Group List

Show 10 v entries

Group Id “ Group Name Deseription Operation Options

2_Admin 2System administrator group 2System administrator group mﬂ
2 User 2General User Group 2General User Group mﬂm
ADMIN System administrator group System administrator group -Admin mm

CUSTOMER_SERVICE Customer service-group Customer servics - group -CUSTOMER_SERVICE E

Business-group. Business-group-SALES mm

Showing 1 10 5 of 5 entries Previous Next

SALES

Weri FIDO

2.4.1.5 Detail

1. Click "Authority Management" - "Group Management" to access this function.
2. Click "Search" button.

3. Click “Detail” of an item in the list to enter the detailed page.

'sysadmin01(sysadmin01) 2 -

‘Current Location: Authority Management / Group Management Login Time : 2025/10/10 10:19

Group Infermation

l e @
Group I SALES
Group Name Business-group
D " Business-group-SALES

Authorized Feature Information

System Management

Operation Log Guery

Autharity Management

Group Query Usor Management

Carporation Managemant

Tenant Management Tenant Guery Division Query Service Endpoint Management
Service Endpoint Query Service Endpoint Member Management FIDO Log Query

Report Management

FIDO Log Report Gratana Report

Reconfimm Management

User Management

2.4.2 Group Query
2.4.21 Search

1. Click "Authority Management" - "Group Query" to access this function.

2. Input a group code, a name or nothing in Query Conditions box.
3. Click "Search" button.



sysadmin01(sysadmin01) & -

Gurrent Location: Autharity Management | Group Query Login Time : 20251010 10:19

Growp Id Group Name
N * Group Name Description Operation Options
ZSystem AdMINESIFAlor group 2System administrator group.
2 Usar 2General User Group 2Genaral User Group
ADMIN ‘System administrator group. Systom administrator group -Admin m
‘CUSTOMER_SERVICE Customer service-group Customer service - group -CUSTOMER_SERVICE
SALES Business-group Busingss-group-SALES m
Shawing 110 5 o1 § eniries Provious - Next
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Copyright & HITRUST Inc

2.4.2.2 Detail

1. Click "Authority Management" - "Group Query" to access this function.
2. Input a group code, a name or nothing in Query Conditions box.

3. Click "Search" button.

4. Click the "Detail" button of an item in the list to enter the detailed page.

sysadmin01(sysadmin01) & -

Gurrent Location: Autharity Management | Group Query Login Time : 2025/10/10 10:18

Group Informatior

Group 2_Admin
Group Name 2System administrator group
Description 2System administrator group
a Authorized Feature Information
Autharity Management
Group Management Group Quary User Management User Query
Tenant Query Division Management Division Query Service Endpoint Management
Sorvico Endpoint Query Service Endpoint Member Management FIDO Log Query

Raport Management

FIDO Log Report Gratana Report

Reconfimm Management

User Management Division Management Sarvico Endpoint Management

[\ / SRR

2.4.3 User Management
2.4.3.1 Search

1. Click "Authority Management" - "User Management" to access this function.

2. Input a group ID, a user account or nothing in Query Conditions.



3. Click "Search" button.

Current Location: Authority Management f User Management

ction List Query Conditions

sysadmin01(sysadmin01) 2 -~

Login Time : 20251010 10:19.

Group Id User Account

Select

oy User List

Shaw 10 v entries

User Account 4 User Name Tenant

sysadmin01 sysadmin01
User Management

‘sysadmin02 ‘sysadming2

Shawing 1 10 2 of 2 eniries
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2.4.3.2 Add

Group Name

System administrator group

System administrator group

Update Date.

2025-10-10 10:18.58

2025-05-27 11:36:37

1. Click "Authority Management" - "User Management" to access this function.

2. Click "Add" button to access the addition page.

sysadmin01(sysadmin01) £ ~

Login Time : 202516010 10:55.

Account Category *
Operation User @ AP User

Usar Account *

A Usar Password *

The password length must be 6-12 characters and includ 8% password generaiar
Email *

Group Name *
Solact

User Management

Weri Fioo

Copyright © HITRUST Inc.

3. Input some data of the new user as needed.

4.Click "Save" button to pop up a prompt box.

Tenant *

Salect

User Name *

Gonfirm Password *

Department *

Division *
Saloct



System Reminder

Are you sure you want 1o save?

5. Click "Checked" button.

2.4.3.3 Edit

1. Click "Authority Management" -

sysadmin01(sysadmin01) X -

Gurrent Location: Authority Managemant | User Management Login Time : 20251010 10:55
4k Add successtully!

Quary Condilions

Group Id

User Account
Sebect
(- ]
Shaw 10 v  entries
User Account +  User Name Tenant Group Name Update Date Operation Options
‘sysadmin01 sysadming1

System administrator group

2025-10-10 105646 m
‘sysadming2 sysadmin02 System administrator group 2025-05-27 11:36:37 m
test group 2025-10-10 10:58:03 m

Previous - Next

test

Shawing 1 103 of 3 entries

Weri rino

Copyright & HTRUST nc

"User Management" to access this function.

2.Select an item in the list and click "Edit" button.



sysadmin0i(sysadmin01) 2 -

Current Location: Authority Manag I User

Login Time : 20251010 10:55.

List User Data - Update

User Account *
tastt

Usar Password *

The password length must be B-12 characters and includ | @) password generaior

Email *

test@hitrust.com
Group Name *

2System administrator group
Division

demoDivisian1

Em

User Management

Weri Fivo
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3. Change some information of the user.

4. Click "Save" button to pop up a prompt box.

System Reminder

Are you sure you want to save?

5. Click "Checked" button.

User Name *
test

Gonfirm Password *

Department *
123
Tenant

demoTenant1




Current Locati

: Authority

I Usar

A& Edit successtully!

Query Conditions

sysadmin0i(sysadmin01) 2

Login Time : 20251010 10:55.

Group Id User Account
Selact

User List

Show 10 v entries

User Management

Tenant

Group Name
‘sysadming1 sysadming1 System administrator group
sysadmin02 sysadming2 System administrator group
test1 testt

oroup
Shawing 1 103 of 3 eniries

Weri Fivo
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2.4.3.4 Delete

1. Click "Authority Management" -

==

User Account

Updats Date Operation Options

T
BeD
= To

previus. [ new

2025-10-10 10:55:46
20250527 11:36:37

2025-10-10 10:56:42

"User Management" to access this function.

2. Click "Delete" button of an item in the list to pop up a prompt box.

System Reminder

Are you sure you want to deleta?

3. Click "Checked" button.




Current Locati

© Authority

sysadmin0i(sysadmin01) 2
I User
‘unction List

s -
4\ Delete successfully!

Login Time : 202510110 10:55
Query Conditions

Group Id User Account
Selact

User List

==

Show 10 v entries

User Account “ User Name Tenant

Group Name Update Date. Operation Options.

‘sysadmin01 ‘sysadminQ1 System adminisirator group 2025-10-10 10:55:46 m
sysadmin02 sysadming2 System adminisiralor group 20250527 11:36:37

Shawing 1 1o 2 of 2 eniries

Pravious - Next
Weri rino
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2.4.4 User Query

2.4.41 Search

1. Click "Authority Management" - "User Query" to access this function.

2. Input a group ID, a user account or nothing in Query Conditions.
3. Click "Search" button.

Current Location: Authority Management | Usar Quory

sysadmin01(sysadmin01) 2
Function List

-
Query Condilions

Login Time : 20251010 10:55.
Group Id User Account

i
il

2
Show 10 v eniries
i
sysadmin01 sysadming1 " ADMIN 2025-10-10 10:55:46
‘sysadmin02 sysadmind2 m ADMIN
User Query
Showing 1 10 2 of 2 entries

2025-05-27 11:36:37

prevous. [ e

Weri rino
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2.5 Corporation Management
2.5.1 Tenant Management

2.5.1.1 Search

1. Click "Corporation Management" - "Tenant Management" to access this function.



2. Input tenant number, tenant name or nothing in Query Conditions box and click "Search"

sysadmin01(sysadmin01) 2 ~
Gurrent Location: Corporalion Management / Tenant Management Login Time : 2025/10110 09:58
.
Tenant Number Tenant Name
E3ED
Tenant List
Show 10 v entries
Y t
Tenant Number “ Tenant Name Operation Options
- == CIEED
: - CImED
Showing 1102 of 2 eniries Previous - Next
Gopyright € HITAUST nc
2.5.1.2 Dettail

1. Click "Corporation Management" - "Tenant Management" to access the function.

2. Click the "Detail" button of an item in the list to enter the detailed page.

'sysadmin01(sysadmin01) 2 -

Gurrent Location: Gorporaticn g ! Tanant 5 Login Time : 2025/10/10 09:32

Tenant Name HITRUST
Greats Date 2025-10-10 09:37:43
Update Date 2025-10-10 09:37:43
[E-commerce brand name hitrust
E-commerce login method
e . Business Contact Kris
nant Business contact phone number 13912341234
A Business contact email 123456@hirust.com
Technical Contact Kris
Technical contact phane number 13912341234
Technical contact emall 123486@ hirust.com
Financial Contact Kris
Financial contact phone number 13912341234
Financial contact email 123456@hitrust.com
Dealer Contact Kris
Dealer contact phone number 13912341234
Dealer contact email 123456@hirust.com

2.51.3 Add
1. Click "Corporation Management" - "Tenant Management" to access this function.
2. Click "Add" button to access the addition page.

3. Input the information of the new tenant.



Current Location: Corporation Manag ! Tomant

sysadmin0i(sysadmin01) 2 -

Login Time : 20251010 09:32

:

Tenant Number * Tenant Name *
Please enter Tanant ID

E-commerce brand name * E-commarce lagin method

[ Big netwerk login () Small network login ] APF login (' Sell-buit ) APP manufacturer | )

Business Contact * Businass cantact phona numbe *
— wion Technical Contact Technical contact phans number *
"
— Financial Gontact * Financial contact phone number *
Manage
Dealer Contact* Doalor Gontast phone numoor *

EIEED

Weri rino
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4. Click "Save" button to pop up a prompt box.

System Reminder

Are you sure you want o save?

5. Click "Checked" button.

Business contact email *

Technical contact email *

Financial contact email *

Dealer contact ema *




sysadmin0i(sysadmin01) 2 -

Current Location: Corporation Manag ! Tomant Login Time - 202510110 10:18
List 4 Add successtully!
Query Conditions
Tenant Number Tenant Name

==

Show 10 v entries

Tenant Number “ Tenant Name Operation Options

- = CIEED
: — CI@ED

Shawing 1 fo 2 of Z eniries Pravious . Next
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2.5.1.4 Edit
1. Click "Corporation Management" - "Tenant Management" to access this function.

2.Select an item in the list and click "Edit" button.

sysadmin01(sysadmin01) 2 ~

Current Lacation: Corporalion Manag ¢ Tonant Login Time : 2025/10/10 09:32
Tenant Data - Edit
Tenant Number ‘Tonant Name *
2 demoTonant
E-commerce brand name * E-commarca login method
demo [ Big network login () Small network kogin ) APP login ' Sell-buill ' APP manufacturer )
Business Cantact * Businass contact phone number * Business contact emal *
Kits 13912341234 123456@hitrust com
Technical Conlact * Tochnical contact phone number * Technical contact email
- Keis 13912341234 123456@hilrust com
Financial Cantact * Financial contact phone aumber * Financial contact email *
Kiis 18912341234 123456 hitrust.com
Dealer Contact * Dealer contact phone number * Dealer contact emai *
Kits 13912341234 123456 @hilrust.com

EIEED

Weri FIDO
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3. Tenant number is not editable.

4. Click "Save" button to pop up a prompt box.



System Reminder

Are you sure you want 1o save?

5. Click "Checked" button.

sysadmin01(sysadmin01) 2 -~

Gurrent Location: Corporation Management / Tenant Managemant Login Time : 20251010 10:18
st 4 Edit successtully!

Quary Condilions

Tenant Number Tenant Name

(- ]
:

Shaw 10 ¥  entries

Tenant Number “ Tenant Name Operation Options

- i =TT
: — CIBEs

Shawing 110 2 of Z enlries Pravious . Next
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2.5.1.5 Delete
1. Click "Corporation Management" - "Tenant Management" to access this function.

2. Click "Delete" button of an item in the list to pop up a prompt box.



System Reminder

Are you sure you want to delete?

3.Click "Checked" button.

sysadmin01(sysadmin01) 2 -~

Gurrent Location: Corporation Management / Tenant Managemant Login Time : 2025/10/10 11:35.
etion List 4k Delete successfuily!

Quary Condilions

Tenant Number Tenant Name

=1

Tenant Number “ Tenant Name Operation Options

- i =TT
: — CIBEs

Shawing 110 2 of Z enlries Pravious . Next
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2.5.2 Tenant Query
2.5.2.1Search
1. Click "Corporation Management" - "Tenant Management" to access this function.

2. Input tenant number, tenant name or nothing in Query Conditions box and click "Search"
button.



sysadmin0i(sysadmin01) 2 -

Current Location: Corporation Management / Tenant Query opin Time : 202510110 09:58
Function List Query Gonditions
Tenant Number Tenant Name

Tenant List

Show 10 v entries

Tonant Number 4 Tenant Name Operation Options

- =
2 demoTenant!
Tonan ey

Shawing 1 1o 2 of 2 entries Previous - Next

Weri FIDO
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2.5.2.2 Detail

1. Click "Corporation Management" - "Tenant Management" to access the function.

2. Click the "Detail" button of an item in the list to enter the detailed page.

sysadmin01(sysadmin01) & ~

Gurrent Location: Corporation Management / Tenant Guery Login Time : 2025/10110 09.58
Tenant Number 1
Tenant Nama HITRUST
Create Date 2025-10-10 08:37:43
Update Date 2025-10-10 09:37:43
E-commerce brand name hitrust
E-commarce login mathod

- J Business Contact Kris
Business contact phone number 13912341234
Business contact email 123486@hirust.com

Tenant Query B — P

Technical contact phane mumber 13812341234
Technical contact email 123456@hirustcom
Financial Contact Kris
Financial contact phane number 13912341234
Financial contact email 123456@hitrust.com
Dealer Contact Kris
Dealer contact phone number 13912341234
Dealer contact amail 123456@hirust.com

2.5.3 Division Management
2.5.3.1Search
1. Click "Corporation Management" - "Division Management" to access this function.

2. Input a tenant name, a division name or nothing in Query Conditions box and click "Search"
button.



sysadmin0i(sysadmin01) 2 -

Current Location: Corporation g ! Division g Login Time : 20251010 09:58.

Show 10 v entries

Tenant Name *  Division Numbar Division Name. Gperation Options
HITRUST 1001 fido m Edit @
Shawing 1 1o 1 of 1 enries Pravious - Next
Diy
Ma
Weri rio
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2.5.3.2 Detail
1. Click "Corporation Management" - "Division Management" to access this function.

2. Click the "Detail" button of an item in the list to enter the detailed page.

sysadmin01(sysadmin01) 2 ~

Current Lacation: Corporalion Manag / Divisian Manag Login Time : 2025/10/10 09:58
Tenant Number fl
Tenart Name HITAUST
Division Number 1001
Division Name fido
Greate Date 2025-10-10 09:40:44
Mol 2025-10-10 09:40:44

Weri FIDO
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2.5.3.3 Add
1. Click "Corporation Management" - "Division Management" to access this function.

2. Click "Add" button to access the addition page.



sysadmin0i(sysadmin01) 2 -

Current Location: Corporation g ! Division g Login Time : 20251010 09:58.

unction List Division Data - Add

Tenant Name * Division Name *
Selact

EIE3ET

Weri rino
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3. Input a tenant name and a division name, and division number is generated automatically.

4. Click "Save" button to pop up a prompt box.

System Reminder

Are you sure you want to save?

5. Click "Checked" button.



sysadmin0i(sysadmin01) 2 -

Current Location: Corporation g ! Division g Login Time : 202510110 10:19.

Division List

Show 10 v entries

Tenant Name *  Division Number Division Name Operation Options
e — eaTe]]
E"'_‘ Showing 110 1 0f 1 entries — - .
Weri rio
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2.5.3.4 Edit
1. Click "Corporation Management" - "Division Management" to access this function.

2.Select an item in the list and click "Edit" button.

sysadmin01(sysadmin01) 2 ~

Current Location: Corporalion Manag / Division Manag Login Time : 202511010 10:18
Function List Division Data - Edit
Tenant Number © Division Number * Division Name *
2 2_001 demoDivision

&=

Weri FIDO
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3. Tenant number and division number are not editable.

4. Click "Save" button to pop up a prompt box.



System Reminder

Are you sure you want 1o save?

5. Click "Checked" button.

sysadmin01(sysadmin01) 2 -~
Current Loeation: Corporalion Mandgerment | Division Management

Login Time : 20251010 10:18
4 Edit successtully!

Quary Condilions
Tenant Name Division Name
demoTenant!

damaDivision

=1
Division List
2

Shaw 10 ¥  entries

Tenant Name *  Division Number Division Name. peration Options
demaTenantt 2001

demoDivision1

EDEIED
Showing 1 1o 1 of 1 entries. Previous - Next

Weri rino
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2.5.3.5 Delete

1. Click "Corporation Management" - "Division Management" to access this function.

2. Click "Delete" button of an item in the list to pop up a prompt box.



System Reminder

Are you sure you want to delete?

3.Click "Checked" button.

sysadmin01(sysadmin01) 2 -~

Gurrent Location: Corporation Management / Division Management Login Time : 2025/10/10 11:35.
st 4 Dlste successhully!
Quary Condilions
Tenant Name Division Name
HITRUST Select

B3
:

Shaw 10 ¥  entries

Tenant Name *  Division Number Division Name. peration Options

e - EIEEn
HITRUST 1_o02 testDivision m

Shawing 110 2 of Z enlries Pravious . Next

Weri Fivo
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2.5.4 Division Query
2.5.4.1 Search
1. Click "Corporation Management" - "Division Management" to access this function.

2. Input a tenant name, a division name or nothing in Query Conditions box and click "Search"

button.



sysadmin0i(sysadmin01) 2 -

Current Location : Corporaio

ogin Time : 2028110110 10:18
unction List Query Condiions

Tenant Name Divigion Name
demoTenant! demaDivision1

Show 10 v entries

Tonant Name

*  Division Number Division Name Operation Options
demoTenant1

demaDivision? m

Shawing 1 1o 1 of 1 eniries

-

Weri Fivo
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2.5.4.2 Detail

1. Click "Corporation Management" - "Division Management" to access this function.

2. Click the "Detail" button of an item in the list to enter the detailed page.

sysadmin01(sysadmin01) & -

Current Location: Corporalion Management / Division Query

Login Time : 202510110 10:19
Tenant Number 2
e demaTenanti
Division Number 2 001
Division Name domaDivision1
Greato Date 2025-10-10 10:24:46
_ Updala Date 2025-10-10 10:25:26
- it
D Query
Weri o

Copyright & HITRUST Ine.

2.5.5 Service Endpoint Management

2.5.5.1Search

1. Click "Corporation Management" - "Service Endpoint Management" to access this function.

2. Input a tenant name, a division name, a service endpoint domain name or nothing in Query
Conditions and click "Search" button.



sysadmin0i(sysadmin01) 2 -

jement / Service Endpoint Managemant Login Time : 20251010 10:19

Current Lacation: Corporation Manag:
unction List Query Conditions:
Tenant Namo Division Name Sorvice Endpoint Domain Name
Selact Select Select

0
i

RP List

Show 10 v entries

Tonant Name * DivisionName  Service Endpoint Domain Name ~ Service EndpointName  Service Endpoint Status ~ Service Endpoint Settings peration Options.

HITRUST fido Gev.figo. st com dev Activated I — mmm

Shawing 110 1 of 1 eniries Pravious - HNext

Weri Fivo
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2.5.5.2 Detail

1. Click "Corporation Management" - "Service Endpoint Management" to access this function.

2. Click the "Detail" button of an item in the list to enter the detailed page.

sysadmin01(sysadmin01) 2 ~

Current Location: Corporalion Management / Service Endpaint Management Login Time : 20251010 1018

Funclion List Senvice Endpoint Detail

Division Name fida
Sarvica Endpoint Domain Name dov.fido hitrust com
Sarvice Endpoint Name dev
Service Endpoint Status. Activaled
Service Endpoint System ID DEV
T . API Key 35101915-9150-40ba-9d56- 11 7el7 20304
Cantract Commancement Date.
Gontract Tarmination Dala
Connactor Id
Institute Id
Operator Id
Diia API Key

Weri FIDO
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2.5.5.3 Add

1. Click "Corporation Management" - "Service Endpoint Management" to access this function.

2. Click "Add" button to access the addition page.



sysadmin0i(sysadmin01) 2 -

Current Lacation: Corporation Management / Service Endpoint Managemant Login Time - 202510110 10:18
List Service Endpoint Data - Add
Tenant Name * Division Name * Sarvice Endpoint Domain Name *
Selact Select
Sarvica Endpoint Name" Service Endpoint Status® Sarvica Endpoint System ID *

Disable @ Aclivated

Conlract Commencement Date Contract Termination Date

o
=EE

Weri rino

Copyright & HTRUST nc

3. Input some information of the new service endpoint and the default status is activated.

4. Click "Save" button to pop up a prompt box.

System Reminder

Are you sure you want to save?

5. Click "Checked" button.



sysadmin0i(sysadmin01) 2 -

Login Time : 202510110 10:19.

Current Location: Corporalion Management / Service Endpoint Managemant

List 4 Add successtully!
Query Conditions
Service Endpoint Domain Name

Tenant Name Division Namea
domo.fido. hitrust com

demoTenanti demaDivision
==

.

Show 10 v entries

Service Endpoint Name ~ Service Endpoint Status ~ Service Endpoint Settings. Operation Options.

Tenant Name “ Division Name Service Endpoint Domain Name
- e e R oo T ] o

demaTenant! demaDivision1 demo.fido hitrust.com
prevous. [ e

Showing 1 101 0f 1 entries

Weri Fivo
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2.5.5.4 Edit

1. Click "Corporation Management" - "Service Endpoint Management" to access this function.

2.Select an item in the list and click "Edit" button.

sysadmin01(sysadmin01) & -

Login Time : 20251010 1018

Current Lacation: Corporatian Management / Service Endpoint Managoment
Service Endpoint Data - Edit
Service Endpoint Name”

Service Endpoint Domain Name *

Division Name *
demoDivisian demafido hitrust com demo
Coniract Commancement Date Contract Termination Data Sarvice Endpoint System ID*
] ] DEMO
Service Endpoint Status*
Disable @ Actvated
Connector id Institute Id Operator id
= ant
Diia AP| Key

Weri FIDO
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3. Modify the data as needed.

4. Click "Save" button to pop up a prompt box.



System Reminder

Are you sure you want 1o save?

5. Click "Checked" button.

sysadmin01(sysadmin01) 2 -~
Current Lacation: Corporation Management / Service Endpoint Management

Login Time : 20251010 10:18
4 Edit successtully!

Quary Condilions
Tenant Name Division Name
demoTenant!

‘Service Endpoint Domain Name
dermoDivision

domo.fido hitrust com

=1
RP List
2

Shaw 10 ¥  entries

TenantName * DivisionNeme  Service Endpoint Domain Name ~ Service EndpointName  Service Endpoint Status ~ Service Endpoint Settings Operation Options
demo fido hitrust.com dema Activated

e e
Shawing 1 1o 1 0f 1 enlries

provins [l ven

demoTenant! damoDivision1

Weri rino
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2.5.5.5 Delete

1. Click "Corporation Management" - "Service Endpoint Management" to access this function.

2. Click "Delete" button of an item in the list to pop up a prompt box.



System Reminder

Are you sure you want to delete?

3.Click "Checked" button.

sysadmin01(sysadmin01) 2 -~

Gurrent Location: Corporation Management / Service Endpaint Management

Login Time : 20251010 10:18
st 4 Dlste successhully!

Quary Condilions

Tenant Name ‘Service Endpaint Domain Name
Select Select

=1

RP List

Shaw 10 ¥  entries

TenantName * DivisionNeme  Service Endpoint Domain Name ~ Service EndpointName  Service EndpointStatus  Service Endpoint Settings Operation Options
demaTenant! demoDivision demo fido hitrust com demo Activated mmw
HITRUST fido deviido.hitrust.com dev Activatod m @
Shawing 1 10 2 of 2 eniries Previous . Next
[

Weri Fivo
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2.5.5.6 Register Service Endpoint

1. Click "Corporation Management" - "Service Endpoint Management" to access this function.

2. Input a tenant name, a division name, a service endpoint domain name or nothing in Query
Conditions and click "Search" button.

3. For service endpoints not registered on the HIFIDO Server, the button in the Service Endpoint

Settings will display a light blue color, with the description text reading "Service Endpoint not
registered". Clicking the button will pop up a confirmation window.



sysadmin0i(sysadmin01) 2 -

Current Lacation: Corporation Management / Service Endpoint Managemant Login Time : 2026/10/10 1048
unction List Query Gondilions
Tenant Namo Division Name Sorvice Endpoint Domain Name
Selact Salect Select

g
i

RP List

Show 10 v entries

Tonant Name * Division Name ~ Service Endpoint Domain Name ~ Sorvice Endpoint Name ~ Service Endpoint Status ~ Service Endpaint Settings Operation Options

demoTenant!  demoDivision demo.fido hirust.com demo Activated ‘Service Endpoint Registersd Detail m

Deleta

demoTenant! demoDivisiont 12345 com 12345 Activated Tt Detail m
giered Delste

HITRUST fido e fido.hitrust com dov Activated Service Endpoint Registersd Detail m

Delets

Shawing 1 1o 3 of 3 enlries Pravious - Next

Weri FIDO
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4. Click "Checked" button.

System Reminder

Are you sure you want to do registration ?

5. Return to the query page. The button in the Service Endpoint Settings turns gray, and the
description text changes to "Service Endpoint Registered".



sysadmin01(sysadmin01) & -

Current Location: Corporalion Management / Service Endpoint Managemant Login Time : 20251010 10:19
unction List A Add successtully!

Query Conditions

Tenant Name

Division Nama ‘Service Endpoint Domain Name
Select Select Select
(- ]
:

Show 10 v entries

TenantName * DivisionName  Service Endpoint Domaln Name ~ Service EndpointName  Service Endpoint Status  Service Endpoint Settings Operation Options.

demoTenant!  demoDivison!  demofido.rust.com demo Activaled m m w
GomoTenanl!  GemoDiviskn!  12345.c0m 12345 Actated m m @
o e e Cmes

okl Shawing 110 3 of 3 eniries

Previous - Next
Weri rino
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2.5.4 Service Endpoint Query

2.5.4.1Search

1. Click "Corporation Management" - "Service Endpoint Query" to access this function.

2. Input a tenant name, a division name, a service endpoint domain name or nothing in Query
Conditions and click "Search" button.

sysadmin0i(sysadmin01) 2 ~

Current Location: Corporation Management / Service Endpoint Quary e+ 20251010 1013

Tenant Name Division Name ‘Service Endpoint Domain Name

Select Select Select

RP List

||

Shaw 10 ¥  entries

TenantName * Division Name Service Endpoint Domain Name Service Endpoint Name Sarvice Endpoint Status Service Endpoint Ssttings Operation Options

doma Activated _ e Iaul
12345 Activated [ —
oo |

Servica Endpoint Registered

domaTonant! damnoDivision! dmo. fido.hitrust.com
demoTenant! demoDivision? 12345.com
HITRUST fido dev.fido hitrust.com dov

Activated

Shawing 1103 ot 3 eniries

—

Weri FIDO
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2.5.4.2 Detail

1. Click "Corporation Management" - "Service Endpoint Query" to access this function.

2. Click the "Detail" button of an item in the list to enter the detailed page.



sysadmin0i(sysadmin01) 2 -

Current Location: Corporation

tanagement / Service Endpoint Quary Login Time : 20251010 10:19

unction List Senvice Endpoint Detail

Division Name demoDivision 1
Service Endpoint Domain Name dema.fido hitrust.com
Sarvice Endpoint Name doma
Service Endpoint Status. Activated
Servics Endpoint Mode Sorl-senvice Mose
. ) Sarvice Endpoint Systom ID. DEMO
AP Kay ©0916624-1231-480¢-b5ab- 296162400290
Contract Commancement Date
Confract Termination Date
Weri Fino
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2.5.5 Service Endpoint Member Management

2.5.5.1Search

1. Click "Corporation Management" - "Service Endpoint Member Management" to access this
function.

2. Input a service endpoint domain name, and a member ID.

3.Click "Search" button.

sysadmin0i(sysadmin01) 2 -

Current Location: Corporation Management / Service Endpoint Member Management Login Time : 2025/10/10 11:27
st Query Condiions
Service Endpoint Domain Name Mormber id

Salact

‘Service Endpoint Domain Name Member Id Attestation Status SPC Status Member status Operation Options.
o e ©  CDEem
— o -  CDEem

Total Number -2 / Total Pages :1 . .

Weri Fivo
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2.5.5.2 Detail

1. Click "Corporation Management" - "Service Endpoint Member Management" to access this

function.



2. Click the "Detail" button of an item in the list to enter the detailed page.

sysadmin01(sysadmin01) 2 -~

Gurrent Location: Corporation Management / Service Endpoint Member Management Login Time : 2025/10/10 11:27

unction List Member Detail
Mamber id fUm—
Servica Endpoint Domain Name lacalhost
Attestation Status Success
SPC Status No
Member status Activated
Craate Date 2005-10-10 11:16:05

Update Date 20251010 11:16:15

cWeri FIDO
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2.5.5.3 Edit

1. Click "Corporation Management" - "Service Endpoint Member Management" to access this
function.

2. There are two buttons for activating and disabling members in the member status column. If
the member status is enabled, the green button will display "Enabled", and if the member
status is disabled, the red button will display "Disabled".

3. Click the “Disable” button of an enabled member in the list and a prompt box pops up.

System Reminder

Are you sure you want to disable this member?

4. Click "Checked" button.



sysadmin0i(sysadmin01) 2 -

a
Current Location: Corporation Management / Service Endpoint Member Management

Login Time : 2025/10/10 11:27
on List A& Member status update successfully!
Query Conditions

Servica Endpoint Domain Name

Member id
Swiect
@ =" " /775
..
‘Service Endpaint Domain Name Member Id Attestation Status SPC Status. Member status ‘Operation Options
= e - =]
ocalhost sys*n01 Success

. EIEm 3
Total Number 2 / Total Pages :1 . .

Weri Fivo
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5. Click the “Activated” button of a disabled member in the list and a prompt box pops up.

System Reminder

Are you sure you want to enable this member?

6. Click "Checked" button.



sysadmin0i(sysadmin01) 2 -

Current Location: Corporation Management / Service Endpoint Member Management

Login Time : 2025/10/10 11:27
A& Member status update successfully!

Query Conditions

Servica Endpoint Domain Name Member id

o Membar List

f
i

‘Service Endpaint Domain Name

Member Id Attestation Status. SPC Status Member status Operation Options.
T T -~ Coem &3
localhost Sys™ 0 Suocess

* - B  owet
Total Nurmber 2 / Total Pages -1

Weri rino
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2.5.6 UAF Trusted Facet
2.5.6.1 Trusted Facet List

1. Click "Corporation Management" - "UAF Trusted Facet" to access this function.

sysadmin01(sysadmin01) 2 ~

‘Current Loeation: Corporation Management / UAF Trusted Facet

Login Time : 20251010 1019

Show 10 v entries

FACET ID Company/System Operation Options
No data available in table
Showing 010 0 of 0 entries

Previous ~ Next

Weri FIDO
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2.5.6.2 Add

1. Click "Corporation Management" - "UAF Trusted Facet" to access this function.

2. Click "Add" button to access the addition page.



sysadmin0i(sysadmin01) 2 -

Current Location: Corporation Management / UAF Trusted Facet Login Time : 20251010 10:19

FACETID®

Platform * Gompany/System *
Android

Weri rino
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3. Input the required data, including facet ID, platform, company/system, and description.

Among these, the facet ID must be unique.

4. Click the "Save" button, and the system will display a prompt box.

System Reminder

Are you sure you want 1o save?

5. Click "Checked" button.



sysadmin0i(sysadmin01) 2 -

Current Location: Corporation Management / UAF Trusted Facet Login Time : 20251010 10:19

Function List 4 Add successtully!

Trusted Facet List

Shaw 10 v enlries

FACET ID 4 Plattorm Company/System Status Operation Options
12345 A 234 Activated
= it
Shawing 1 1o 1 of 1 entries Pravious - Next

Weri FIDO
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2.5.6.3 Edit
1. Click "Corporation Management" - "UAF Trusted Facet" to access this function.

2.Select an item in the list and click "Edit" button.

sysadmin01(sysadmin01) 2 ~

Current Location: Corporalion Management / UAF Trusted Facel Login Time : 20251010 1018

Funclion List Trusted Facet - Edit

FAGETID"
12345

Platform * Gompany/System *
Android 2

Description *
1234

Status *
T Disable @ Actvated

=IEE

Weri FIDO
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3. Modify the data as needed.

4.Click the "Save" button, and the system will display a prompt box.



System Reminder

Are you sure you want 1o save?

5. Click "Checked" button.

sysadmin01(sysadmin01) 2 -~

Current Location: Corporation Management / UAF Trusted Facet Login Time : 20251010 10:19

st A Edit successtully!

Trusted Facet List

Show 10 v enlries

FACET ID 4 Ptform Company/System Status Operation Options
123451 A 234 Activated
= it
Showing 110 1 of 1 enlries Pravious - Next

Copyright & HITRUST Inc.

2.5.6.4 Delete
1. Click "Corporation Management" - "UAF Trusted Facet" to access this function.

2. Click the "Delete" button of an item in the list, and the system will display a prompt box.



System Reminder

Are you sure you want to delete?

3.Click "Checked" button.

sysadmin01(sysadmin01) 2 -~

Current Loeation: Corporalion Management / UAF Trusted Facel Login Time : 20251010 10:19

ction List A Delate successfully!

Trusted Facet List

Show 10 v enlries

FACET ID 4 Plattorm Company/System Status [T

No data avaitable in table

Shawing 010 0 of 0 enlries Previous Next

Weri Fivo
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2.5.7 App Settings

2.5.71Search

1. Click "Corporation Management" - "App Settings" to access this function.
2. Click “Android* to display Android app information.

3. Click “iOS* to display iOS app information.



sysadmin0i(sysadmin01) 2 -

Login Time : 20251010 10:19.

Operation Options

peri FIDO
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2.5.7.2 Add

1. Click "Corporation Management" - "App Settings" to access this function.

2. Click "Add" button to access the addition page.

sysadmin01(sysadmin01) 2 ~

Current Location: Corporatian

gement | App Settings Login Time : 2026/10/10 11:36

Function List AssatLinks - Add

System "

Device Type * Status*
Anaoie Disable @ Activated

Component name * Description *

Cerl Fingerprints. Cert Fingerprints Description oe

Weri Fioo

3. Fill in the required fields and the component name must not duplicate any existing names.
Additional sets of Cert fingerprint settings can be added as needed.

o If the device type is "iOS", the Cert fingerprint and Cert fingerprint description do not need
to be filled in.

o If the device type is "Android", the Cert fingerprint and Cert fingerprint description must be
filled in.

4. Click the "Save" button, and the system will display a prompt box.



System Reminder

Are you sure you want 1o save?

5. Click "Checked" button.

sysadmin01(sysadmin01) 2 -~

Current Loeation: Corporalion Management / App Setings Login Time : 20251010 10:19

st b Add successtuly!

AssotLinks List

Android s

Shaw 10 v entries

Systom 4 Gomponent name Description Status Operation Options.

it dema dema

Showing 11 1 of 1 entrias Pravious - Naxt

Weri rino
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2.5.7.3 Edit

1. Click "Corporation Management" - "App Settings" to access this function.

2.Select an item in the list and click "Edit" button.



sysadmin0i(sysadmin01) 2 -

Gurrent Location: Gorporation Management / App Settings Login Time : 20251010 10:19

unction List AssetLinks - Edit

System *
demo

Device Type *

us*
" Disable  © Aclivaled

Component name * Deseription *
demo domo

Cent Fingerprints Cert Fingerprints Description oo

15068 123

Weri Fioo
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3.Change some fields as needed and additional sets of Cert fingerprint settings can be added.
o If the device type is "iOS", the Cert fingerprint and Cert fingerprint description do not need
to be filled in.
o If the device type is "Android", the Cert fingerprint and Cert fingerprint description must be
filled in.

4. Click the "Save" button, and the system will display a prompt box.

System Reminder

Are you sure you want o save?

5. Click "Checked" button.



sysadmin0i(sysadmin01) 2 -

Current Location: Corporation Management / App Settings Login Time : 20251010 10:19

unction List 4 Edit suocesshuly!

Android 03

AssatLinks List

[— Status Operation Options.

- e e

Shawing 1 to 1 of 1 entries Pravious - Naxt

Weri Fivo
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2.5.7.4 Delete
1. Click "Corporation Management" - "App Settings" to access this function.

2. Click the "Delete" button of an item in the list, and the system will display a prompt box.

System Reminder

Are you sure you want to deleta?

3. Click "Checked" button.



sysadmin0i(sysadmin01) 2 -

Gurrent Lacation: Corporation Management / App Setiings Login Time : 202510110 10:18
List A& Delste successhully!

AssatLinks List

Android 03

[— Status Operation Options.

No data available in table

Shawing 0 1o 0 of 0 enlries Provious  Next

Weri Fioo
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2.5.8 FIDO Log Query
2.5.8.1Search
1. Click "Corporation Management" - "FIDO Log Query" to access this function.

2. Query conditions can be entered based on the options on the page, with the default query
time set to the current day.

3.Click "Search" button.

sysadmin01(sysadmin01) & -

Gurrent Lacation: Gorporation Managsment / FIDO Log Query Login Time : 2025(10/10 11:36
List Query Gondilions

Transaction Date Start Transaction Time Start Transaction Date End Trangaction Tine End
20251010 ] 000000 2025-10-10 ] 235089

Sarvica Endpoint Domain Name Sarvics Endpoint Transaction d FIDO Transaction |0 Mamber ID
Seloct

Transaction Method Transaction Resuit SPC Status Scanario
Sevect Select Select

0
il

FidoLog List
Create Date Service Endpoint Domain Name  Service Endpoint Transaction |d  FIDO Transaction ID  Member|D  Transaction Method  Transaction Result  Scenario SPC Status
2025-10-10  localhost 171508db-232c-4482-B141- {B1ci750-850b-47dd- 22 FIDoZ Not Finished detault No |
1:36:12 3606f1057860 9763.730c2a79316c Authentication
2025-10-10  localhost 167b210-80d6-4292-a152- aBebbS57.1627- ] FIDO2 Rogister Success. default No |
13591 213c27080aba 423c-a450-
515534510348
2025-10-10  localhost To37038a TO4e-4430-0200- 69394407-1706- Ki™™001  FIDOZUserOption  Success default No l
11:30:36 963884306020 4951-9342- Operator:sysadming1
ToedbdsTB444 VeriFIDO ADM
20251010 Iosalhost Ki™™001  FIDO2UsorOption  Success default No |
130116 a8ce7aa el 4961-9008- Operator sysadmin01
307591053425 VeriFIDO ADM
202510-10  localhost 60c57920-dlca-4849-b62d- Scacbee2-adlc- sys™ 01 FIDO2 Success. defaull No |
n2mw02 908010585004 47ae-9ai8- Authentication

2.5.8.2 Detail

1. Click "Corporation Management" - "FIDO Log Query" to access this function.

2. Select an item in the list and click the “Fido Detail” button.



3.Select an item in “Fido Log List* and click the “Detail” button.

sysadmin01(sysadmin01) 2 -~

Current Location: Corporation Management / FIDO Log Query Login Time : 202510740 11:36
Function List FidoLog List

Create Date FIDO Transaction ID MemberID  Transaction Method  Transaction Type  Transaction Result  Error Description  Operation Options

2025-10-10 11:36:12  1B1c759-850b-47dd-9763-730c2a79316c 2 FIDOR Authentication  Step1:Options Succass

Pravious Page

Weri FIDO

Copyright € HITRUST nc

4. “Fido Transaction Details” is displayed.

sysadmin01(sysadmin01) 2 ~

Current Laeation: Corporation Management | FIDO Log Query Login Time : 2025/10/10 11:35.
Funetion List Fido Transaction Defails  Fido Messagelog

Service Endpoint Domain Name locahost

FIDO Transaction ID 810759 8505-4700-6763-730c2a 793165

Service Endpoint Transaction Id 7159adb-232c-44b2-8141-380e11 257869

Mamber ID 202

Cradentials Id

Transaction Method FIDO2 Authentication
- Transaction Type Stop1:Options

SPG Status No

Transaction Result Suocess

Error Description

Provious Page

Weri FIDO

Copyright © HITAUST Inc

5. Click “FIDO Message Log“ to check FIDO Message Log information.



sysadmin0i(sysadmin01) 2 -

Gurrent Lacation: Corporation Managsment / FIDO Log Query Login Time : 2025/10/10 11:36.
Function List Fido Transaction Defails  Fido MessageLog
FIDO Transaction ID 81ci759-8500-4700-5763-730c2a79316c
Message URI HitpA127.0.0.1:8080/assertionloptions
Transaction Method FIDO2 Authentication
Transaction Type Step1:Options

e
momee, [

Message Processing Time (ms) 15

Weri FIDO

Copyright & HITRUST Inc

6. Click “Message Content” button of Request Data and a prompt box pops up. Click”Format
Json” to format the message content into Json format.

Message Content

TretumCode™0, hoaders™ ["Set-Cookie" "ZDYAZig3Y 2GINTYXZSOOOWVMLTKZMGOI ik YIBINTUTNTKI ] "extensions”
{device Type" “Mac","systemid" "LOC"), userVerilication” “preferred" "errorMessage’ ™ ‘challenge" “ZDY3Z|gaY 2GINTYxZSHOOW
VimLTK2MBQ Y YIBINTU INTKT",rpldr™“localhosT, limeoul" 80000, allowCredentials™ [["ransports” Tintomar " Cw -
T4ISqHNOCIANWe_HZY", Type""public-key H."status""ck")

7. Click “Message Content” button of Response Data and a prompt box pops up. Click”Format

Json” to format the message content into Json format.



Message Content

1
“retumCode” 0,
“headers™: |
{
"Sat-Cookie’: "ZDY3Zjg3Y rOINTYXZS000WVmLTKZMGr Yo YIBINTUNTR "
}
)
“extensions™. {
“deviceType™: "Mac",
“systemid™; "LOG"

»
“userVertication”: "preferied”,

“orrorMessage’ ™,

“chalenge”: “ZDY3Zg3YZOINTYXZS000WVMLTKZMGOY ke YiBINTUTNTK1",

2.5.8.3 Export
1. Click "Corporation Management" - "FIDO Log Query" to access this function.
2. Input some query conditions or nothing and click “Search® button.

3. Click the "Export" button to complete the download of the FIDO Log report as an Excel file.

2.6 Report Management

2.6.1FIDO Log Report
2.6.1.1 Search

sysadmin01(sysadmin01) 2 -

Current Location: Report Management / FIDO Log Report Login Time : 2025/10/18 1138
List Query Canditions
Transaction Date Start Transaction Tume Stant Transaction Date End Trangaction Time End
20251010 ] 000090 2025-10-10 ] 235059
Tenant Division Sarvice Endpoint Domain Name Mamber i
Select Select Select

|
1
0

FIDO Log Report
i

‘Group Name Division Saervice Endpoint Seenario Function Nama Success Fall Not Finished
HITRUST fido | ‘dev.fido hitrust.com default FIDOZ2 Register 0 0 (1]
HITRUST fido dev.fido hitrust.com default FIDO2 Authentication [ o [
HITRUST fido dev.fido hitrust.com default FIDO UAF Ragistar 0 0 (1]
HITRUST fido dev.fido hitrust.com default FIDO UAF DeRegister ] o L]
HITRUST fido ‘dev.fido hitrust.com: default FIDO UAF Auth 0 0 (1]
HITRUST fido dev.fido hitrust.com default FIDO DeRegister o o o
HITRUST fido localnost default FIDOZ Register o o o
HITRUST fido localhost default FIDO2 Authentication 2 o 2



sysadmin0i(sysadmin01) 2 -

Gurrent Location: Report Management / FIDO Log Feport Login Time : 2025/10/10 11:36

unction List Query Gondiions

Transaction Date Start Transaction Time Start Transaction Date End Transaction Time End
2025-10-10 & 000000 2025-10-10 - 235950

Tenant Division ‘Service Endpoint Domain Name Member Id
Select Select Select

HITRUST fido ‘dev.fido hitrust.com

0
HITRUST fido Iocalhost 3 [
[}

demoTenanti demoDivisiont ‘demo.fido hitrust.com

eri FIDO

Copyright & HITRUST Inc

1. Click "Report Management" - "FIDO Log Report" to access this function.

2. Query conditions can be entered based on the options on the page, with the default query
time set to the current day.

3.Click "Search" button.

2.6.1.2 Export
1. Click "Report Management" - "FIDO Log Report" to access this function.
2. Query conditions can be entered based on the options on the page. Click “Search®.

3. Click the "Export" button to complete the download of the FIDO Log report as an Excel file.

2.7 Reconfirm Management

The total number of pending review requirements will be displayed on the right side of the
sidebar title.

2.7 Search

1. Click "Reconfirm Management" to access this function.

2. Enter some conditions or nothing in the Query Conditions box and click "Search" button.



sysadmin01(sysadmin01) & -

Current Lacation: Recanfirm Management Login Time : 202510410 11:36
unction List Query Gondiions
Reconfin Type Function Name
Sebect Select
Apply User Name Apply User Account Reconfirm User Name Feconfirm User Account

FReconfim List

Function Name Apply User Name  Apply User Account  Apply Date Reconfim User Name  Reconfirm User Account Reconfirm Date  Reconfirm Type  Operation Options

Division Management  sysadmin01 sysadmin0i 2025-10-10 Pending
1:43:58
= Division Management  sysadming1 sysadmin01 2025-10-10 Pending m
11:43:49
Division Management  sysadmin01 sysadmin01 2025-10-10 sysadming1 sysadmin01 2025-10-10 Reconfirmed
10:00:58 10:01:18
Tenant Management  sysadminQ1 sysaamin01 2025-10-10 sysagmin01 sysadmin01 2025-10-10 Reconfirmed m
095153 09:50:38
Tenant Management  Sysadming1 SyBAGMIn 2025-10-10 sysadming1 SY8A0MIN01 202510-10 Reconfirmed m
095005 09:50:54
‘Service Endpaint ‘sysadmin01 sysadmin01 2025-10-10 sysadming1 sysadminQ1 2025-10-10 Reconflirmed m
Management 094551 09:46:47
Division Management  sysadmin1 sysadmin01 2025-10-10 sysadming1 sysadmin0 2025-10-10 Reconfirmed
09:37:58 09:40:44

2.7.2 Detail
1. Click "Reconfirm Management" to access this function.
2. Enter some conditions or nothing in the Query Conditions box and click "Search" button.

3. Select an item in the list and click the “Detail” button.

sysadmin01(sysadmin01) 2 -~

Current Location: Reconfirm Management Login Time : 2025/10/10 11:36
Reconfirm Type Actions Apply Date Reconfirm Date
Panding Add 2025-10-10 11:43:58
Apply User Name Apply User Account Reconfirm User Name Reconfirm User Account
sysadming1 sysadmin01

Dala After Ghanges

Tenant Name

HITRUST

Division Number

1.003

Division Name

2

20 2
Weri FIDO

Copyright & HITRUST Inc.

2.7.3 Approve

1. Click "Reconfirm Management" to access this function.

2. Enter some conditions or nothing in the Query Conditions box and click "Search" button.
3. Select a pending item in the list and click the “Detail” button.

4. Check the operation detail and click “Approve“ and a prompt box pops up.



System Reminder

Are you sure you want to approve ?

5. Click the “Checked” button.

‘sysadmin01(sysadmin01) Z -

Gurrent Location: Fecanfirm Management Login Time : 2025/10/10 11:36
st 4k Reconfirm Successtul
Quary Condilions
Reconfinn Type Function Name
Seoct Select
Apply User Name Apply User Account Reconfirm User Name: Reconfirm User Account

|||

Reconfirm List
Function Name Apply User Name  Apply User Account  Apply Date Reconfirm User Name  Reconfirm User Account  Reconfirm Date  Reconfirm Type  Operation Options
L Division Management  sysadmin01 sysadmin01 2025-10-10 sysagmin01 sysadmin01 2025-10-10 Reconfirmed Detall
11:43:58 11:44:30
Division Management  sysadmin01 sysadmin01 2025-10-10 Pending
11:43:49
Division Management  sysadmin01 sysadming1 2025-10-10 sysadming1 sysadming1 2025-10-10 Reconfirmed m
10:00:58 10:01:49
Tenant Management  sysadmin01 sysadming1 2025-10-10 sysadming1 sysadming 2025-10-10 Reconfirmed
095153 09:58:38
Tenant Management  sysadmind1 sysadmin01 2025-10-10 sysadmin01 sysadmin01 2025-10-10 Reconfirmed m
05:50-05 09:50:54
Sarvice Endpoint sysadmin01 sysadming1 2025-10-10 sysadming1 sysadmin01 2025-10-10 Reconfirmed
Managemant 094551 09:46:47

2.7.4 Reject

1. Click "Reconfirm Management" to access this function.

2. Enter some conditions or nothing in the Query Conditions box and click "Search" button.
3. Select a pending item in the list and click the “Detail” button.

4. Check the operation detail and click “Reject” and a prompt box pops up.



System Reminder

Are you sure you want 1o reject ?

5. Click “Checked” button.

‘sysadmin01(sysadmin01)

Gurrent Location: Fiecanfitm Management Login Time : 2025/10/10 11:36
Funetion Lis 4k Reconfirm Successtul
Quary Condilions
Reconfinn Type Function Name
Seoct Select
Apply User Name Apply User Account Reconfirm User Name: Reconfirm User Account

Function Name Apply User Name  Apply User Account  Apply Date Reconfirm User Name  Reconfirm User Account  Reconfirm Date  Reconfirm Type  Operation Option:

= Division Management  sysadmin01 sysadmin01 2025-10-10 sysagmin01 sysadmin01 2025-10-10 Reconfirmed
11:43:58 11:44:30
Division Management  sysadmindi sysadmind1 2025-10-10 sysadming1 sysadmind 2025-10-10 Rejociad
11:43:49 11:44:57
Division Management  sysadmin01 sysaamin01 2025-10-10 sysadmin01 sysadmin01 2025-10-10 Reconfirmed
10:00:58 10:01:49
Tenant Management  sysadmin01 sysadming1 20251010 sysadming1 sysadming1 2025-10-10 Reconfirmed
095153 09:58:38
Tenant Management  sysadmind1 sysadmind1 2025-16-10 sysadmind sysadmint 202510-10 Reconfirmed
05:50-05 09:50:54
Service Endpoint ‘sysadming1 sysadming1 2025-10-10 sysadming1 sysadmin? 202510-10 Reconfirmed

Management 00551 09:46:47




